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Module: Service and Orchestration Layers
Upon completion of this module, you should be able to:

• Discuss service layer functions

• Describe cloud portal

• Describe cloud interface standards

• Describe protocols for accessing cloud services

• Discuss service orchestration

• Describe cloud service lifecycle

Module: Service and Orchestration Layers
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Cloud Computing Reference Model
Service and Orchestration Layer
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Lesson: Service Layer Overview
This lesson covers the following topics:

• Service layer functions 

• Service catalog and its elements

• Service ordering

• Cloud interfaces

Module: Service and Orchestration Layers
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What is Cloud Service?

Module: Service and Orchestration Layers

IT resources that are packaged by the service providers and are offered to 
the consumers.

Cloud Service
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Service Layer Functions 

• Enables defining services in a service catalog
– Service catalog provides central source of information on service 

offerings 

• Enables on-demand, self-provisioning of services
– Consumers order or request services from a service catalog 

unilaterally 

• Presents cloud interfaces to consume services
– Cloud interfaces are functional and management interfaces

Module: Service and Orchestration Layers
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Service Catalog

• Providers define services in catalog

• Consumers order services from the 
catalog in a self-service way

Module: Service and Orchestration Layers

Menu of services that lists services, 
attributes of services, service level 
commitments, terms and conditions for 
service provisioning, and prices of 
services. 

Service Catalog

Service Catalog of EMC’s Private Cloud Database Service
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Common Elements of Service Catalog

Module: Service and Orchestration Layers

• Service category

• Service name

• Service description

• Features and options 

• Service and support expectations 

• Price

• Provisioning timeframe 

• Reference to service-related documents (for example, SLA, specification 
sheet)

1. What is a service?
2. What business process it supports? 
3. What value it provides?

1. What are the constraints, policies, and rules?
2. What options are available for selection? 
3. How billing is performed?
4. Does early termination impact billing

1. What are the qualities of a cloud service?
2. What are the available technical support     

services? 
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Service Ordering
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Choose a Service from a 
Service Catalog

Click on Appropriate Link 
to Start Ordering

Fill Up Web Form

Agree to Contract Terms 
and Submit the Form Web Form for Ordering EMC’s Private Cloud Database Service
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Cloud Interfaces

• Enable computing and management of rented service instances

• Types of cloud interface:
– Management interface: Enables a consumer to control his use of a 

rented service
– Functional interface: Enables a consumer to use service functions

Module: Service and Orchestration Layers
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Management Interface

• A self-service interface to 
monitor, modify, start, and 
stop rented service 
instances

• It facilitates consumers to 
prepare desired functional 
interface

• Management functions are 
different for different 
service models

Module: Service and Orchestration Layers

IaaS Functions PaaS Functions SaaS Functions 

• Start, stop, and 
configure VMs

• Allocate private 
IP addresses to 
VMs

• Add DNS 
server, load 
balancer, and 
public IP 
address

• Add storage 
volumes of 
specific size

• Configure 
execution/runtime 
environment for a 
business application

• Add, configure, and 
delete database

• Modify infrastructure 
resources  that are 
available to 
applications and 
database

• Add authentication 
service to secure 
access to applications

• Add new users

• Change user 
roles and 
permissions

• Customize 
application 
functionality for 
each user
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Functional Interface

• Presents functional content of a service instance to perform 
computing activities

• Functional content is different for different service models

Module: Service and Orchestration Layers

IaaS Content PaaS Content SaaS Content

• Specifics of hardware, such as 
processors, memory, network 
adapters, and storage volumes 

• Integrated development 
environment (IDE) that 
consists of programming 
interface, libraries, and tools 

• Development environment 
offered by software 
development kit (SDK)

• Graphical user interface 
(GUI) of a business 
application 
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Lesson Summary
During this lesson the following topics were covered:

• Service layer functions 

• Service catalog and its elements

• Service ordering

• Management and functional interfaces of cloud services

Module: Service and Orchestration Layers



13© Copyright 2014 EMC Corporation. All rights reserved.© Copyright 2014 EMC Corporation. All rights reserved.

Lesson: Cloud Portal
This lesson covers the following topics:

• Cloud portal functions

• Personalization of cloud portal

Module: Service and Orchestration Layers
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Introduction to the Cloud Portal

• Cloud portals are hosted on one or more portal servers

• Cloud portals are created using portal software
– Enable providers to design and publish cloud portals

• A user may use URL of cloud portal to logon to the portal

Module: Service and Orchestration Layers

A cloud portal is a web portal that presents service catalog and cloud 
interfaces, enabling consumers to order and manage cloud services in an 
on-demand, self-service way. A cloud portal is also accessed by the cloud 
administrators to manage cloud infrastructure and the lifecycle of cloud 
services. 

Cloud Portal



15© Copyright 2014 EMC Corporation. All rights reserved.© Copyright 2014 EMC Corporation. All rights reserved.

Cloud Portal Functions

A cloud portal has two key functions: 

• Presentation
– Organization and display of service information and management 

functions to the users

• Interaction with orchestration layer
– Sending service requests to orchestration layer and receiving 

response

Module: Service and Orchestration Layers
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Presentation

A cloud portal commonly presents following elements:

• Service catalog
– Lists and describes service offerings
– Includes action buttons or links to order a service 

• Management interface
– Presents information about all services ordered by a consumer 
– Includes action buttons or links to manage rented service instances

• Link to functional interface
– Portal provides link to a provisioned service instance
– Consumer gets access to functional interface using the link

Module: Service and Orchestration Layers
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Layout of Management Interface

• Management interface is designed like a digital dashboard
– Displays service information in real-time 
– Provides a central point to manage rented service instances

• Management interface is presented across portlets or windows
– Portlets group management functions and service information

Module: Service and Orchestration Layers
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Interaction with Orchestration Layer

• Portal routes service requests to orchestration layer 
– Orchestration layer triggers appropriate workflows for process 

automation

• Portal receives response back from orchestration layer  
– Responses are presented to users

Module: Service and Orchestration Layers
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Personalization of Cloud Portal

• Personalization helps displaying information based on user’s identity, 
role, organization, and other access rights

• Personalization ensures that a user has his own view of portal content
– Meets security and compliance needs to order and manage service

• Portal populates personalized content based on predefined policy

Module: Service and Orchestration Layers

Role Profiles for Personalization
Cloud 
Administrator

• Administrative access to cloud infrastructure, service management functions, and data
• Monitor consumer accounts, their order status, consumed resources, and support services

Tenant 
Administrator

• Administrative privilege to order, modify, and decommission services
• Add tenant user, set access rights and resource quota, and approve user’s service requests

Tenant User • Access services allocated by tenant administrator
• Start, stop, and modify available services
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Lesson Summary
During this lesson the following topics were covered:

• Presentation

• Interaction with orchestration layer

• Personalization of cloud portal

Module: Service and Orchestration Layers
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Lesson: Interface Standards and Protocols
This lesson covers the following topics:

• Cloud interface standards for portability

• Cloud interface standards for interoperability 

• Common protocols for service access

Module: Service and Orchestration Layers
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Standardization Overview

• Benefits:
– Establishes conformity to specific feature set or quality level
– Enhances portability and interoperability across clouds

Module: Service and Orchestration Layers

A process to formulate a norm or a specification for common and repeated 
use in regard to development and implementation of cloud interfaces for 
achieving uniformity across service providers. 

Cloud Interface Standardization
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Interface Standards for Portability – TOSCA

Topology and Orchestration Specification for 
Cloud Applications (TOSCA)

• Standardizes language to define a service 
independent of provider or hosting 
technology

• Topology and plans can be interpreted by 
TOSCA compliant cloud
– Facilitates portable deployment of services 

to any compliant cloud

Module: Service and Orchestration Layers
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Interface Standards for Portability – OVF

Open Virtualization Format (OVF) 

• Open standard for packaging and distribution of virtual 
appliances 
– Enables packaging services as virtual appliances and facilitates 

portability across different cloud platforms

• OVF package includes metadata about VMs such as 
– Number of processors, memory space, and network configuration

• Metadata is used by a cloud platform to deploy a service

Module: Service and Orchestration Layers
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Interface Standards for Interoperability

Module: Service and Orchestration Layers

Specification for IaaS management interface

Open Cloud Computing Interface (OCCI)

Specification for IaaS management interface

Cloud Infrastructure Management Interface (CIMI) 

Standard for both management interface and functional interface of a storage service

Cloud Data Management Interface (CDMI)

Standard for PaaS management interface

Cloud Application Management for Platforms (CAMP)
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Common Protocols for Service Access

• Cloud services are usually accessed using web services
– Enable client applications to communicate with web servers that 

present cloud interfaces
– Uses standard web protocols, commonly HTTP 

• Applications running on a variety of platforms can communicate

• Web services are primarily based on:
– Simple Object Access Protocol (SOAP)
– Representational State Transfer (REST)

Module: Service and Orchestration Layers
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Simple Object Access Protocol (SOAP)

• Protocol for exchanging structured information (message) 
between applications
– Application can be a service requestor or a service provider

• Uses XML for formatting messages that are commonly 
transferred using HTTP
– SOAP request in a HTTP request and SOAP response in a HTTP 

response

• Specifies the binding of HTTP header and XML file 

Module: Service and Orchestration Layers
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Elements of SOAP Message

• Envelope element (required): Root element of a SOAP message 

• Header element (optional): Contains information such as 
authentication and account number

• Body element (required): Contains  request or response 

• Fault element (optional): Contains error codes and error 
messages

Module: Service and Orchestration Layers
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Representational State Transfer (REST)

• Client-server software architectural style  
– Used for developing web services
– Commonly leverages HTTP for client-server interaction

• RESTful web services follow the design principles as listed 
below:
– Resource identification using URI
– Use of standard HTTP methods
– Resource manipulation using resource representation
– Stateless interaction

Module: Service and Orchestration Layers
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Resource Identification Using URI

• All objects exposed by web services are treated as resources 
and are uniquely identified by their URIs

• URIs typically have a directory-like structure
– Enable access to resources to the finest levels of granularity

• Example of URI:

Module: Service and Orchestration Layers

Parameters for Search Criteria used by a Web Server 

http://www.serviceprovider.org/{subscription-id}/services/{service-name}
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Use of Standard HTTP Methods

• Limited number of HTTP methods are used to manipulate 
resources
– PUT: Creates a new resource
– GET: Retrieves current state of a resource 
– POST: Transfers a new state onto a resource
– DELETE: Deletes a resource

• Example of HTTP operation:

Module: Service and Orchestration Layers

GET http://www.serviceprovider.org/0005-1543-9754/services/myservice-109
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Resource Manipulation using Resource 
Representation
• Resource representation: current state of a resource at the time when 

an application requests it
– Performs actions on resource by using resource representation

• Resources are decoupled from their representation
– Helps accessing resource content in HTML, XML, plain text, and 

JSON 

Module: Service and Orchestration Layers
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Stateless Interaction

• Service requestor includes all the data that are needed by a 
service provider to generate a response within HTTP request 
– Service provider need not store application state
– Improves web service performance

Module: Service and Orchestration Layers
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Lesson Summary
During this lesson the following topics were covered:

• Interface standards for portability – TOSCA and OVF 

• Interface standards for interoperability – OCCI, CIMI, CDMI, 
and CAMP   

• SOAP and REST

Module: Service and Orchestration Layers
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Lesson: Service Orchestration 
This lesson covers the following topics:

• Orchestration software

• System integration using orchestration software

• Application programming interface

• Orchestration use cases

Module: Service and Orchestration Layers
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Introduction to Service Orchestration

• Benefits:
– Saves service provisioning time
– Eliminates possibility of manual errors
– Reduces operating expenses
– Simplifies cloud infrastructure management

Module: Service and Orchestration Layers

Automated arrangement, coordination, and management of various system 
or component functions in a cloud infrastructure to provide and manage 
cloud services.

Service Orchestration
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Orchestration Software or Orchestrator

• Programmatically integrates and sequences various system 
functions into automated workflows
– For executing service provisioning and management functions 

provided by the cloud portal 

• Provides a library of predefined workflows and an interface to 
create user-defined workflows 
– Triggers an appropriate workflow upon receiving a request from 

the cloud portal 

Module: Service and Orchestration Layers
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System Integration using Orchestrator

• Connection of multiple system or component functions into a 
workflow to provide and manage services

• Orchestrator enables defining workflows to logically integrate 
system functions
– Interacts with appropriate systems based on pre-defined 

workflows 

Module: Service and Orchestration Layers
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Application Programming Interface (API)

• Orchestrator commonly interacts with other components using APIs
that are defined for these components

Module: Service and Orchestration Layers

A source-code-based specification intended to be used by software 
components as an interface to communicate with each other. It specifies a 
set of component functions that can be called from a software component to 
interact with other software components.

Application Programming Interface
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Workflow Modeling

• Orchestrators commonly provide interfaces to model workflows

• Common elements in a workflow are:

Module: Service and Orchestration Layers

Start Action Manual 
Interaction

Condition

Waiting 
Time

Child 
Workflow

Waiting 
Event

Action

Action

Action

End

Action

Action Action

Action End
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Workflow Modeling

• Orchestrators commonly provide interfaces to model workflows

• Common elements in a workflow are:

Module: Service and Orchestration Layers

Start Action Manual 
Interaction

Condition

Waiting 
Time

Child 
Workflow

Waiting 
Event

Action

Action

Action

End

Action

Action Action

Action End
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Orchestration Use Case: Provisioning DB2 
Database

Module: Service and Orchestration Layers
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Orchestration Use Case: Provisioning CRM 
Application

Module: Service and Orchestration Layers
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Orchestration Use Case: Removing Tenant

Module: Service and Orchestration Layers
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Lesson Summary
During this lesson the following topics were covered:

• Orchestration software

• Integration of system functions by orchestrator

• Orchestrator APIs

• Orchestration use cases

Module: Service and Orchestration Layers
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Lesson: Cloud Service Lifecycle – I 
This lesson covers the following topics:

• Cloud service lifecycle overview

• Service planning phase of cloud service lifecycle

Module: Service and Orchestration Layers
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Cloud Service Lifecycle

Module: Service and Orchestration Layers

Service Planning Service Creation Service Operation Service Termination

Time

Defining Service
Template

Creating Orchestration
Workflow

Defining Service 
Offering

Creating Service
Contract

Discovering Service
Assets

Managing Service
Operations

De-provisioning
Service Instance

A
ct

iv
it

ie
s

Assessing Service 
Requirements

Developing Service 
Enablement Roadmap

Establishing Billing
Policy
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Phase 1: Service Planning

• It involves making business case decisions for cloud service 
offering portfolio 

• Common activities during service planning are: 
– Assessing service requirements
– Developing service enablement roadmap
– Establishing billing policy

Module: Service and Orchestration Layers
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Assessing Service Requirements

Module: Service and Orchestration Layers

Requirements driven by
• Market research
• Service adoption measurement
• Competitive offerings
• Consumers feedback

• Enhancing service performance and scalability
• Improving resource utilization
• Eliminating unnecessary and redundant services
• Automating and standardizing processes
• Reducing management complexity and cost
• Adhering to regulatory and data privacy needs 

• Current state of IT Infrastructure
• Management processes
• Existing technology
• Operational staff’s expertise

IT Capability

Market 
Demands

LOB 
Requirements

• Services to be 
created/upgraded

• Service feature set
• SLO
• IT  readiness

Assessment of 
Service 

Requirements

Input

Input

Business 
Requirements
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Service Requirement Assessment Questions

• What services will be created or upgraded?
• What is the appropriate service model - SaaS, PaaS, or IaaS?
• What software and hardware resources are required to provide the 

services?
• What architecture, process, staffing, skill set, budget, and technologies 

are required to provide the services?
• What levels of performance, availability, and security will be provided 

for the services?
• Who are target consumers? Why would consumers desire these 

services?  What is the projected demand level?
• What is the appropriate deployment model (private, public, community, 

hybrid)?

Module: Service and Orchestration Layers
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Service Requirement Assessment Questions 
(Cont'd)
• If a private or community cloud is chosen, will it be hosted on-premise

or externally? If an externally-hosted deployment model is preferred, is 
there an existing service provider to partner with or will a new one be 
required?

• What are the regulatory compliance considerations, if any?
• Due to regulations or special circumstances, does the service require 

that a part of the cloud infrastructure be hosted on-premise and  
another part with an external service provider?

• What value-added services can be included to a core service based on 
corporate policy or data classification, for example, backup, disaster 
recovery, deduplication, and encryption?

Module: Service and Orchestration Layers
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IT Readiness Assessment: Balanced Scorecard

Module: Service and Orchestration Layers

IT Capability

• Service operation management
• Service delivery automation
• Governance, risk, and compliance

• Professional competencies
• Human capital
• Innovation

FINANCIAL

INTERNAL PROCESS LEARNING AND GROWTH

CONSUMER

• Service value and quality
• Consumer satisfaction
• Business reputation

• Revenue growth
• Administrative cost efficiency

Perspective Metric Strategic Goal Performance Measure

Internal process Adherence to policies 100% cases 91% cases

Learning and growth Problem management skill 80% of staff 60% of staff

Financial Return on investment 235% 205%

Consumer Service delivery per provision timeline 95% cases 89% cases

Balanced Scorecard
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Developing Service Enablement Roadmap

• Service enablement roadmap guides the strategic direction to 
fulfill service requirements in the provider’s organization
– Provides framework for needed IT transformation, necessary cloud 

solutions, eliminating skill gaps, and implementation timeline

Module: Service and Orchestration Layers

Understand what 
business values 
the services can 
bring and what 
challenges that 
need to 
overcome

Analyze gap 
between existing 
IT capability and 
expected IT 
capability, and 
plan for IT and 
business 
transformation

Transform 
existing IT 
infrastructure to 
deliver services 
as planned 
through proven 
best practices

Enable 
organization to 
rapidly adopt 
deployed cloud 
infrastructure 
and build 
administrative 
competencies

Optimize cloud 
infrastructure 
and services to 
evolving business 
strategy and 
market conditions

Understand Plan Build Enable Optimize
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Developing Service Enablement Roadmap

Module: Service and Orchestration Layers

• Service enablement roadmap guides the strategic direction to 
fulfill service requirements in the provider’s organization
– Provides framework for needed IT transformation, necessary cloud 

solutions, eliminating skill gaps, and implementation timeline

Understand what 
business values 
the services can 
bring and what 
challenges that 
need to 
overcome

Analyze gap 
between existing 
IT capability and 
expected IT 
capability, and 
plan for IT and 
business 
transformation

Transform 
existing IT 
infrastructure to 
deliver services 
as planned 
through proven 
best practices

Enable 
organization to 
rapidly adopt 
deployed cloud 
infrastructure 
and build 
administrative 
competencies

Optimize cloud 
infrastructure 
and services to 
evolving business 
strategy and 
market conditions

Understand Plan Build Enable Optimize
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Establishing Billing Policy

• Billing system collects usage data for cloud services from 
control layer to generate bill for each consumer
– Measures number of units of service usage per consumer 
– Enables metering for cloud services

• In private cloud, chargeback and showback are commonly used 
– Chargeback: Ability to measure resource consumption per business 

unit and charge them back accordingly 
– Showback: Reporting of service charges against resource usage 

without applying charges to business units

Module: Service and Orchestration Layers

A process of generating bills from the resource usage data for cloud services 
using predefined billing policies.

Billing
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Considerations for Billing Policy

• Provider’s business goals 
– Making a profit
– Justifying new capital spending
– Influencing consumption behaviors by business units
– Making IT more service aware, cost conscious, and accountable
– Comparing IT costs with the charges of the public service provider 

• Service-specific pricing strategy
– Identifying costs related to a cloud service
– Planning for recovery of cost recovery, profit, meeting ROI and 

reinvestment goals, and adjustments driven by competitive services
– Determining chargeable unit of demand per service
– Determining price per chargeable unit

Module: Service and Orchestration Layers
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Lesson Summary
During this lesson the following topics were covered:

• Cloud service lifecycle overview

• Assessing service requirements 

• Developing service enablement roadmap 

• Establishing billing policy

Module: Service and Orchestration Layers
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Lesson: Cloud Service Lifecycle – II 
This lesson covers the following topic:

• Service creation phase of cloud service lifecycle

Module: Service and Orchestration Layers



59© Copyright 2014 EMC Corporation. All rights reserved.© Copyright 2014 EMC Corporation. All rights reserved.

Phase 2: Service Creation

• It involves defining services in the service catalog and creating 
workflows for the service orchestration

• Common activities during service creation are: 
– Defining service template
– Creating orchestration workflow
– Defining service offering
– Creating service contract

Module: Service and Orchestration Layers
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Defining Service Template

• Resources are allocated, configured, and integrated as per 
service template to create an instance of a service
– Template provides standard to create predictable service instances

• Service templates are defined in service catalog
– Facilitates consumers to understand service capabilities
– Provides guidelines to create workflows for service orchestration

• Service template specifics may include fixed and/or 
customizable options

Module: Service and Orchestration Layers

A collection of interrelated hardware and/or software components that 
constitute a service and work together upon deployment of a service.

Service Template
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Defining Service Template (Cont'd)

Service template specifics commonly covers the following 
entities: 

• Service structure
– Specifies the structure of a service that includes service 

components and their relationships

• Service attribute
– Specifies default configurations of service components

• Service operation
– Specifies management operations that can be performed on 

management interface of a service

Module: Service and Orchestration Layers
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Example of Service Structure

Module: Service and Orchestration Layers
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Creating Orchestration Workflow

• Workflows for service orchestration are created in orchestrator 
based on service template specification

• Workflows enable automated allocation, configuration, and 
integration of resources for a service as per service template
– According to the workflows, orchestrator interacts with 

infrastructure components

Module: Service and Orchestration Layers
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Defining Service Offering 

• Constraint: Restricting access to a service to certain individuals 
or groups

• Policy: Setting bandwidth quota, firewall configuration, and QoS 
on a per-service or per-consumer basis

• Rule: Guidelines for service deployment and scaling, limiting 
resource allocation, and subscription period

Module: Service and Orchestration Layers

An entry in the service catalog that describes a service template combined 
with constraints, policies, rules, price, and SLA. 

Service Offering
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Defining Service Offering (Cont'd) 

• Price: Service charge, initial data transfer charge, fees for 
support and recovery of data

• SLA: Service level targets and responsibilities

Module: Service and Orchestration Layers
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SLA – Key Questions

• What are the minimally acceptable performance and availability levels? 

• Is there a limit on the amount of resources that can be consumed?

• How is a service outage defined? How are consumers compensated for 
an outage? What alternative methods of access are offered if there is 
an outage?

• What is the level of service performance during maintenance periods?

• Do consumers need to pay any licensing fees above and beyond the 
service charges?

• Where will the primary copy of consumer’s data be stored? How will it 
be protected?
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SLA – Key Questions (Cont'd)

• Are compliance adherence and data security offered as supplementary 
services?

• Will consumers be notified if a law enforcement agency requests their 
data?

• What kinds of customer service and response time guarantees are to 
be provided?

• What types of cloud service auditing methods will be used to assess 
service operations, security controls, data privacy impact, and service 
performance?  Is the auditing conducted internally by the service 
provider, by an independent auditing authority, or is it consumer 
initiated?
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Example of Service Offering 
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Provision	
Time 1	Business	 Day

Billing

Billed	 for	Whole	
Month	 (No	
Partial	Month	

Billing)	

Licensing
Company is	

Responsible	 for	
OS	License

Storage	
Limit

Storage	per	
VM	can	be	
Incremented	
up	to	500	GB

Subscription	
Period 1	Month

Processor
4	CPUs:	
1.5	GHz	
per	CPU

Memory 8	GB

Storage 100	GB

OS Windows

Backup Every	24	
Hours

Service Template Specifics

SLA

Rules

Service	
Access

Engineering	
Unit

Data
Restore

Only	BU	
Manager	
can	Initiate	

Data	
Restore	
Request

Constraints

Security
Security	Patching	
Occurs	Without	
Prior	Notification

Policy
Service	Template	

Specifics

Constraints

Policies

Rules

Price

SLA

Service	
Charge From	$302

Price

Service Catalog

Service Offering
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Creating Service Contract

• Service contract specifics is commonly presented on portal 
– Describes terms and conditions for using a service

• Service contract must be established with the provider while 
ordering a service
– A contract is established by agreeing to the terms and conditions
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An agreement between the service provider and the service consumer 
stating the terms of service usage. The two parties enter into a contract 
describing agreements on pricing, SLAs, termination of service, and any 
specific configuration options. 

Service Contract
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Lesson Summary
During this lesson the following topics were covered:

• Defining service template 

• Creating orchestration workflow

• Defining service offering

• Creating service contract
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Lesson: Cloud Service Lifecycle – III 
This lesson covers the following topics:

• Service operation phase of cloud service lifecycle

• Service termination phase of cloud service lifecycle
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Phase 3: Service Operation

• It involves ongoing management operations to maintain cloud 
infrastructure and deployed services 

• Common activities during service operation are: 
– Discovering service assets
– Managing service operations 
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Discovering Service Assets

• Discovery provides visibility into each service asset

• Discovery enables monitoring cloud infrastructure resources 
centrally
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An activity that creates an inventory of service assets and provides 
information about the assets including their configuration, connectivity, 
functions, performance, capacity, availability, utilization, and physical-to-
virtual dependencies.

Discovery
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Discovering Service Assets (Cont'd)

• Discovery is performed using 
specialized tool

• Discovery tool commonly interacts with 
service assets through APIs
– Collects necessary data from service 

assets 

• Discovery is typically scheduled to 
occur periodically
– May also be initiated by cloud 

administrator or orchestrator
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Discovery Tool

Compute System Switch

Storage System

API Function 
Calls

Storage APIStorage APISwitch APISwitch APICompute APICompute API
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Discovery – Key Questions

• What are the service assets?

• What information needs to be collected for each service? What 
are the measurement metrics?

• How frequently the information should be collected?

• When the discovery activity should be performed? Will it impact 
service performance?

• Which tools are needed to perform the discovery?
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Managing Service Operations

• Involve service-related operations across cloud infrastructure

• Ensure and restore service levels while continuously optimizing 
management operations

• Key management operations include:
– Monitoring and reporting
– Provisioning
– Troubleshooting

• Key goal is to automate service operations as much as possible 
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Managing Service Operations
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• Involve service-related operations across cloud infrastructure

• Ensure and restore service levels while continuously optimizing 
management operations

• Key management operations include:
– Monitoring and reporting
– Provisioning
– Troubleshooting

• Key goal is to automate service operations as much as possible 
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Phase 4: Service Termination 

• Removes previously assigned service instances and releases 
resources to resource pool for redeployment to other instances

• Must not impact other service instances and consumers’ data, 
resources, and confidential information 

• A cloud service may be terminated in the following scenarios:
– Natural termination by contract agreement
– Initiated termination by a provider or a consumer 
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Reasons for Initiated Service Termination

• Common reasons for provider to terminate service:
– Business circumstances where provider can no longer offer a 

service
– A disaster
– Significant consumer violation of contract terms
– New hardware deployment or software upgrade 

• Common reasons for consumer to terminate service:
– Business circumstances where consumer no longer needs service
– Service requirement was planned to be temporary
– Service performance or support is not acceptable
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Common Activities in Service Termination 
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De-provisioning Service InstanceDe-provisioning Service Instance

Handling Consumer’s Data as per Contract TermsHandling Consumer’s Data as per Contract Terms

Providing Final Billing ReportProviding Final Billing Report

Asking for Feedback to Improve ServiceAsking for Feedback to Improve Service

Service 
Termination
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Lesson Summary
During this lesson the following topics were covered:

• Service operation – discovering service assets and managing 
service operations 

• Service termination – de-provisioning of service instance
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Concepts in Practice
• VMware vCenter Orchestrator
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VMware vCenter Orchestrator
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vCenter Orchestrator

• An orchestration software to automate provisioning and 
operational functions in a cloud infrastructure

• Enables cloud administrators to:
- Use pre-defined workflows from built-in library 

- Create customized workflows by linking actions together

• Can execute hundreds or thousands of workflows concurrently 

• Can be installed as a virtual appliance or on a Windows server
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Module Summary
Key points covered in this module:

• Service catalog and service ordering

• Management and functional interfaces of services

• Cloud portal and its functions

• Cloud interface standards

• SOAP and REST

• Service orchestration and cloud service lifecycle
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