Bachelor of Cybersecurity

CCY3501 Cybersecurity Law and Ethics

COURSE INFORMATION

. . Academic Year & Level Teaching Methods .
Prerequisites . Credit Hrs.
Year Semester Lecture Tutorial Laboratory
CCY2001 3 5 2 2 -- 3

COURSE AIM
To get the students to:

*  Understand the ethical considerations and legal aspects of cybersecurity and computer usage.

e Comprehend data protection issues, intellectual property rights, and the principles of
cybernetics.

¢ Acquire knowledge of various ethics concepts, theories, and professional codes of conduct.

* Develop an understanding of national, regional, and international laws governing
cybersecurity and cybercrime.

*  Explore the impact of cybersecurity on social issues, security incidents, and cybercrime,
fostering a responsible and ethical approach to computer-related activities.

COURSE WEEKLY CONTENTS
Introduction to Cybersecurity Ethics and Law
Data Protection and Privacy

Intellectual Property Rights

Cybernetics Principles and Frameworks
Ethical Concepts and Theories

Professional Ethics and Codes of Conduct

7" Exam

Moral Responsibility in Cybersecurity
National, and Regional Cybersecurity Laws and Regulations
International Cybersecurity Law

12" Exam

Other Regulations Affecting Cybersecurity
Ethical Considerations in Security Incidents
Legal Aspects of Security Incidents
Cybercrime and the Law
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STUDENT GRADING & ASSESSMENT

Weeks Exams Assign. Quizzes Reports Present. Lab. Total
1to0 7 &« 30 MARKS 30
8 to 12 < 20 MARKS > 20
1to 15 < 10 MARKS > 10
16 or 17 Final Exam 40

REFERENCES
Textbook Grabowski, M., & Robinson, E.P. Cyber Law and Ethics: Regulation of the Connected World, Routledge

Volume III, Program Curriculum, 2024 119/144



